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What’s BPF CO-RE?

● BPF portability

● BPF CO-RE (Compile Once – Run Everywhere)



Why we need BPF CO-RE?

● BCC has several major drawbacks



High-level BPF CO-RE mechanics

● Necessary pieces

○ BTF type information

○ compiler (Clang)

○ BPF loader (libbpf) 

○ kernel



“Hello world” with libbpf

● minimal.bpf.c ● minimal.c

https://github.com/libbpf/libbpf-bootstrap/blob/master/src/minimal.bpf.c
https://github.com/libbpf/libbpf-bootstrap/blob/master/src/minimal.c


BPF skeleton and BPF app lifecycle

● BPF application typically phases:

○ Open phase 

○ Load phase

○ Attachment phase

○ Tear down phase



BPF skeleton and BPF app lifecycle

● Generated BPF skeleton has corresponding functions 

to trigger each phase:
○ <name>__open() 

○ <name>__load() 

○ <name>__attach() 

○ <name>__destroy() 



Combining the open and load phases

● numamove.c#L88

https://github.com/iovisor/bcc/blob/master/libbpf-tools/numamove.c#L88


Selective attach

● biolatency.c#L264

https://github.com/iovisor/bcc/blob/master/libbpf-tools/biolatency.c#L264


Selective load

● ext4dist.c#L195

https://github.com/ethercflow/bcc/blob/master/libbpf-tools/ext4dist.c#L195


Custom load and attach

● runqlen.c#L122

https://github.com/iovisor/bcc/blob/master/libbpf-tools/runqlen.c#L122


Multiple handlers for the same event

● hardirqs.bpf.c#L31 ● hardirqs.bpf.c#L31

https://github.com/iovisor/bcc/blob/master/libbpf-tools/hardirqs.bpf.c#L31
https://github.com/iovisor/bcc/blob/master/libbpf-tools/hardirqs.bpf.c#L31


Reading kernel structure’s fields

● BCC way: 

pid_t pid = task->pid;

● Libbpf + BPF_PROG_TYPE_TRACING way:

pid_t pid = task->pid;

● BPF_PROG_TYPE_TRACING + BPF CO-RE way: 

pid_t pid = __builtin_preserve_access_index(({ task->pid; }));

● Non-CO-RE libbpf way: 

pid_t pid; bpf_probe_read(&pid, sizeof(pid), &task->pid);

● CO-RE+libbpf way: 

pid_t pid; bpf_core_read(&pid, sizeof(pid), &task->pid); 

or 

bpf_probe_read(&pid, sizeof(pid), __builtin_preserve_access_index(&task->pid));

eg: bootstrap.bpf.c 

https://github.com/libbpf/libbpf-bootstrap/blob/master/src/bootstrap.bpf.c


How to tell if a field exists？

● bpf_core_field_exists()

pid_t pid = bpf_core_field_exists(task->pid) ? BPF_CORE_READ(task, pid) : -1;



How to deal with kernel API changes？

● biolatency.bpf.c#L12

https://github.com/iovisor/bcc/blob/master/libbpf-tools/biolatency.bpf.c#L12


Control BPF behavior with global variable

● cpudist.bpf.c#L46

https://github.com/iovisor/bcc/blob/master/libbpf-tools/cpudist.bpf.c#L46


Reduce map pre-allocation overhead

● cpudist.bpf.c#L46

https://github.com/iovisor/bcc/blob/master/libbpf-tools/cpudist.bpf.c#L46


Determine the map size at runtime

● cpudist.bpf.c#L46

https://github.com/iovisor/bcc/blob/master/libbpf-tools/cpudist.bpf.c#L46


Use global variables instead of map

● cpudist.bpf.c#L46

https://github.com/iovisor/bcc/blob/master/libbpf-tools/cpudist.bpf.c#L46


Learn More

● Articles

○ BPF CO-RE (Compile Once – Run Everywhere)

○ BCC to libbpf conversion guide

○ Building BPF applications with libbpf-bootstrap

○ Tips & tricks for writing libbpf-tools

● Projects

○ libbpf-bootstrap

○ libbpf-tools

● other resources

○ website: https://pingcap.com/

○ Slack: #everyone on Slack

○ Twitter: https://twitter.com/PingCAP

https://nakryiko.com/posts/bpf-portability-and-co-re/
https://nakryiko.com/posts/bcc-to-libbpf-howto-guide/
https://nakryiko.com/posts/libbpf-bootstrap/
https://en.pingcap.com/blog/tips-and-tricks-for-writing-linux-bpf-applications-with-libbpf
https://github.com/libbpf/libbpf-bootstrap
https://github.com/iovisor/bcc/tree/master/libbpf-tools
https://pingcap.com/
https://slack.tidb.io/invite?team=tidb-community&channel=everyone&ref=Percona
https://twitter.com/PingCAP


About Us

PingCAP is a software service provider

committed to delivering one-stop enterprise-grade 

database solutions.

TiDB is an open-source, distributed New SQL 

database for elastic scale and real-time analytics.
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