


Improving Security in MySQL
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● Background in MySQL & security via building one of the biggest & fastest data 
breach empires in the world – BreachDirectory.com

● Blogs – lukasvileikis.com & BreachDirectory.com/blog, also other places 
(Severalnines, CERT etc.)

● Conferences – Build Stuff, DevTalks, TEDx, Percona LIVE…
● Marketing @ Severalnines – blogs, conferences, webinars…

Who am I?
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● MySQL Security Basics
● MySQL Access Control – Accounts & their Security, Account Locking & 

Unlocking, Privileges & Roles, Password Management & Security
● MySQL Security Plugins
● MySQL Backup Security
● How do MySQL Security Decisions Impact Performance?
● Summary

Agenda
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● Look into mysql_secure_installation
● Security plugins
● General factors – access control, preventing SQL injection etc.
● Strong passwords
● Backups

MySQL Security 101 – Key Considerations

MySQL = { }
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MySQL Access Control – Accounts
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MySQL Access Control – Account Locking & 
Unlocking
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Privileges & Roles
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Password Management & Security
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MySQL Security Plugins
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MySQL Backup Security
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Performance Considerations
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BreachDirectory.com
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BreachDirectory.com
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Summary
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Thank You!
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Lukas Vileikis
lukasvileikis.com


