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About Chaos Mesh & IOChaos

● Chaos Mesh is a Chaos Engineering Platform for Kubernetes

● You can simulate a file system error by submitting a YAML file :)



Agenda

● The storage error does matter
○ The frequency of storage failure is really high in big cluster.

○ The impact of storage error could be amazing.

● The implementation of storage error simulation
○ Error injection file system

○ Replace opened resources on original file system



The Storage Error Does Matter



The frequency of Storage Error

Totals 0.93%

40000 disks result in 371 failure,
1 per day on average



The frequency of Storage Error

Totals 0.22%

40000 disks result in 88 failure,
1 per 4 days on average



The impact of Storage Error

● Disk Error

● File System Corruption

● Internal Service Error

● Service Down



Reality is Even More Complicated



The Reality is Even More Complicate



Implementation



Universal Injection Roadmap

1. Investigate the normal execution path.

2. Find which step we can modify / customize to inject.



Universal Injection Roadmap

● syscall

● Page Cache

● VFS

● Real File System

● IO Scheduler

● Block Device

● Physical Device



Universal Injection Roadmap

● syscall (inject with BPF, ptrace)

● File System (inject with a customized FS)

● Block Device (provide a customized driver)

● Hard Drive (customizable device controller)

:) Better Effect 

:( Higher Cost



Error Injection File System

● read(“/mnt/data1/hello.txt”)

● “/mnt/data1” is mounted with a Chaos FS

● Chaos FS reads from 

“/mnt/data1__chaosfs__/hello.txt”

● inject delay or error

● return to FUSE



ChaosFS Implementation

● Safe
○ No panic, no corruption
○ Data shouldn’t be lost

● Performance
○ Mutlithread
○ Asynchronous

● Rich error injection
○ Delay
○ Data corruption
○ File attributes error



Multithread & Asynchronous

:) 50% Request with 10ms delay, 5ms in AVG

:( 50% Request with 10ms delay, 10ms in AVG



Move & Mount

● mount --move /mnt/data1 /mnt/data1__chaosfs__

● mount -t chaosfs /mnt/data1



Replace Opened Resource

move & mount



Replace Opened Resource

open(“/mnt/data1/hello.txt”, O_RDONLY | O_CREAT)

FD Path

4 /mnt/data1/hello.txt



Replace Opened Resource

open(“/mnt/data1/hello.txt”, O_RDONLY | O_CREAT)

FD Path

4 /mnt/data1__chaosfs__/hello.txt

mount --move /mnt/data1 /mnt/data1__chaosfs__



Replace Opened Resource

int dup2(int oldfd, int newfd);

The dup2() system call creates a copy of the file descriptor 
oldfd, using the the file descriptor number specified in newfd.



Replace Opened Resource

open(“/mnt/data1/hello.txt”, O_RDONLY | O_CREAT)

FD Path

4 /mnt/data1__chaosfs__/hello.txt

5 /mnt/data1/hello.txt

mount --move /mnt/data1 /mnt/data1__chaosfs__

open(“/mnt/data1/hello.txt”, O_RDONLY | O_CREAT)
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Replace Opened Resource

open(“/mnt/data1/hello.txt”, O_RDONLY | O_CREAT)

dup2(5, 4)



Replace Opened Resource

1. process_vm_writev 

Load the binary codes into the target process memory space

1. ptrace

Modify the registers and let IP points to the injected binary codes

1. restore



Mount Namespace Injection

ChaosFS doesn’t exist in target Container/Mount Namespace

ChaosFS needs to run in target Container/Mount Namespace



Mount Namespace Injection



Mount Namespace Injection

LD_PRELOAD=nsexec.so

Chaos FS

1. Boot from current Mount Namespace
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Mount Namespace Injection

LD_PRELOAD=nsexec.so

Chaos FS

1. Boot from current Mount Namespace

2. Set LD_PRELOAD to load nsexec.so

3. Call setns in the constructor of nsexec.so

4. Run in target Namespace



About Us

PingCAP is a software service provider

committed to delivering one-stop enterprise-grade 

database solutions.

Chaos Mesh® is a powerful chaos 

engineering platform for Kubernetes.



Thank You :)
● Slack: CNCF/#project-chaos-mesh

● Official Website: chaos-mesh.org
● GitHub: chaos-mesh
● Twitter: @chaos_mesh
● Youtube: Chaos Mesh

https://slack.cncf.io/
https://chaos-mesh.org/
https://github.com/chaos-mesh/chaos-mesh
https://twitter.com/chaos_mesh
https://www.youtube.com/channel/UC4OwT4QTd0ML3YNnV1ybT6g/featured

