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the Cloud



› Managed Service for PostgreSQL

› Managed Service for MySQL

› Managed Service for MongoDB

› Many more DBs
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What’s interesting about Yandex.Cloud 
managed databases?





PostgreSQL at Yandex.Cloud
▌Yandex.Mail

› Hundreds of millions of users

› 1012 rows, 106 queries per second, ~1 PB  of data

▌Many others services use managed PostgreSQL

› Taxi, carsharing, food delivery, self driving cars, etc.

› Total of 3 million queries per second, 6 PB of space used
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MySQL at Yandex.Cloud

▌Yandex.Direct

› Online advertising network

› Uses Percona build of MySQL at scale

▌Managed MySQL

› 400+ TB as of 2021
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Less is more

▌Cloud providers usually sell computing resources.

▌We aim to utilize fewer resources for the same workload.
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Point-in-time 

recovery
▌Backup + changes

› Scalable

› Reliable

› Efficient

› Fast



Scalability

› Data: from 10 GB to 10 TB on a host

› RAM: from 2 GB

› Number of CPUs: from 0.05 to ~100

› Async and parallel whenever possible

› Don’t spill anything on a local disk
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НА cluster in the cloud

Sync/Quorum replication Async replication

Backup

Changes archiving
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Resources

›  Storage space
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Resources

›  Storage space

› CPU

› Net bandwidth

› Disk IOPS
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Reliability

› Protection from human error via automation and safety checks

› Prevention of data corruption

› Consistency monitoring

› Integration with other systems (HA tool)

› Extensibility and unification of approaches

› Encrypted data in storage
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Fast recovery

› OLAP

▌From start to consistency point

› OLTP standby

▌To starting streaming replication

› OLTP primary

▌Until recovery target and accept of write queries
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Unacceptable

› Data locks

▌Business can’t wait

› Data loss

▌We call it a “database” after all
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pgBackRest

pgProBackup



WAL-G
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Normal backup
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DB copy Changes (WAL)



Delta backups
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DB copy Delta copy Changes (WAL)



LSN-based deltas
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LSN

File 1
File 2
File 3

Start Stop Start Stop

File 1                                                                         File 2                                                                            
File 3



Data flows in the system
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PG features
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Catchup

github.com/wal-g/wal-g/issues/363 28

LSNP
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Catchup

github.com/wal-g/wal-g/issues/363 29

LSN

WAL archiving
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Catchup

github.com/wal-g/wal-g/issues/363 30

LSNP

Yandex
Object
Storage

Delta

WAL archiving



Backup-push quorum
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Sync standby Async standby
P



Compress some bytes
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lz4
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lz4
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lz4
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lzma
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▌Просто дорого по CPU



ZStd
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brotli

38



OpenPGP
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libsodium
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Push-based vs Pull-based executer
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io.Reader vs io.Writer
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io.ReadFull
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Store some bytes



S3-based WAL-G
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S3-based WAL-G
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▌AWS has it’s own cryptography



S3 ListObjectsV2()
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S3 infiltrated the whole codebase
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Refactor storages
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GCP
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› No multipart uploads

› A lot of problems with retries



Azure
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▌Contribution from KubeDB



FS
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▌Problems with Windows build



SWIFT
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▌No problems, does anyone use WAL-G + SWIFT?



SSH/SCP
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› Because we need to back up S3 too



WAL-G for other databases



WAL-G for MySQL®



What to archive?
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Data

Transactions log



Differences from PostgreSQL
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• Storage engines

• Redo log is circular

• No archive command

• PITR is based on binlog, not redo



Data archiving
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xtrabackup

mysqldump



What is binlog?

• Transactions  (rows or queries)

• Timestamps

• GTID - unique ID

$ mysqlbinlog -v /var/lib/mysql/binlog.001242
....
SET @@SESSION.GTID_NEXT= 
'63bebac7-c424-11e9-bb82-15ed63279c98:31214803';

TIMESTAMP=1619172002;

BEGIN
BINLOG '
opqCYBMCAAAAOgAAALoxHgAAAG0AAAAAAAEABW15c3
FsAAxtZGJfcmVwbF9tb24AAgMRAQMC+ajWYw==
opqCYB8CAAAAOgAAAPQxHgAAAG0AAAAAAAEAAgAC///8
AQAAAGCCmqEaNvwBAAAAYIKaohpA3Bx6WA==
 '
....



Binlog archivation



Binlog backup and replay order



Speed up replay

• Run MySQL on high port (3308)

• Disable all possible logging

• Don’t forget to put everything

back into production!

double_write_buffer = OFF

innodb_flush_log_at_trx_commit = 0

sync_binlog = 1000

event-scheduler = OFF



Complete scenario

• wal-g backup-fectch LATEST

• Start mysql on high port

• wal-g binlog-replay 

  --since LATEST 

  --until 2021-05-12T12:00:00Z

• Restart MySQL with production config

• Daily:

wal-g backup-push

• Each minute: 

wal-g binlog-push

Back up Restore



Out of scope

• How to choose which node to back up?

• How to not upload binlog from a crashed master?

• How to handle binlog name collisions?



Does it work at all?
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> 1.5k
nodes

> 1k
clusters

*In Yandex



WAL-G for Microsoft SQLServer™



SQLServer backup features
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• Database backups

• Log backups

• Incremental backups

• Point-in-time recovery



Backup methods
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• DISK

• TAPE

• VIRTUAL DEVICE

• URL (Azure)



Backup to DISK
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• Additional disk space required

• Additional IOPs required

• Still need to upload to storage
OR • Additional network disk



WAL-G approach: emulate Azure
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Features and hacks
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1.  Need domain name

2.  Need HTTPS

3.  Only default HTTPS port -  443

4.  Azure credentials required

$ Add-Content -Path  
    -Value '127.0.0.42 backup.local' 
    -Path 'C:\Windows\System32\Drivers\etc\hosts'

$ Import-Certificate 
    -CertStoreLocation cert:\LocalMachine\Root \
    -FilePath 'C:\backup.local.cert.pem'

$ Invoke-Sqlcmd "
  CREATE CREDENTIAL 
 [https://backup.local/basebackups_005]
  WITH DENTITY='SHARED ACCESS SIGNATURE', 
  SECRET = 'does_not_matter'
"



Case1: flexibility
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wal-g --config c:\walg.yaml proxy
 1. Run WAL-G in background

 2. Now you have your own private Azure

BACKUP DATABASE [db1] 
TO URL = 'https://walg.local/somepath/weekly/20210501'



Case 2: PG-like CLI
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wal-g backup-push

wal-g backup-list

wal-g log-push  

wal-g backup-restore LATEST 

wal-g log-restore --since LATEST --until TS  



Multiple databases
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• backup-push

• backup-push -d db2

• log-restore

• log-restore -d db1,db2



x4mmm@yandex-team.ru

Andrey Borodin

mialinx@yandex-team.ru

Questions

Dmitry Smal

x4mmm mialinx


